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CYBERTINEL - Technology and Company

• APT’s and Zero day attack solution

• Company founded in 2012 after 4 years of research

• First commercial version launched in Q4 2012

• The solution is actively defending hundreds of thousands endpoints worldwide
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CYBERTINEL - Anti Cyber Threat Infrastructure

System Schematic
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CYBERTINEL - Anti Cyber Threat Infrastructure

Endpoint Agent
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CYBERTINEL Central Analysis Server – 5 powerful engines working in parallel

CYBERTINEL - Anti Cyber Threat Infrastructure



Static Code Analysis Engine 

• Removes attack protection mechanisms

• Extracts embedded object

• Extracts sensitive information

• Inspects and scores file structure

CYBERTINEL - Anti Cyber Threat Infrastructure

Anti Virus



Dynamic Code Analysis Engine

• Debugs in a controlled environment

• Overcomes anti-vm and anti-sandbox 

techniques

• Generates profile based on the 

capabilities

CYBERTINEL - Anti Cyber Threat Infrastructure



Behavioral Analysis Engine 

• Monitor Any Process / command 

• Track down network activity

• Detect suspicious disk activities

• Monitor any device ever connected to the endpoint

CYBERTINEL - Anti Cyber Threat Infrastructure



Mathematical Analysis Engine 

• Detects anomalies by Statistical 

analysis

• Detects both internal & external 

attacks
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Analytical Core Analysis Engine 

• Gets the “big picture” from a single POV

• Correlates collected information to scope the entire attack

CYBERTINEL - Anti Cyber Threat Infrastructure



 Uncovers APTs and zero-day attacks

 Real time detection

 Multi-layer data collection

 Automatic analysis and remediation

 Fully detailed forensics reporting

 Event correlation engine – “The Big Picture”

Differentiators – Technology & Architecture



Dashboards



CYBERTINEL Dashboards



Trebuchet MS

CYBERTINEL Dashboards
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File Name and Hash 

(SHA1)
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CYBERTINEL Dashboards



The Operation HARKONNEN Discovery



Thank you
You are now protected


